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QUESTION 1

Which of the following BEST explains why there should be an established communication policy between CSPs and
clients? 

A. To set guidelines for securing network traffic for all communications with endpoints on the corporate local area
network 

B. To ensure all staff know the acceptable guidelines for representing themselves on social media. 

C. To have protocols in place for notifying staff when a cloud outage occurs. 

D. To have proper procedures in place for interactions between internal departments and cloud vendors submitting bids
for software or service. 

Correct Answer: C 

 

QUESTION 2

Which of the following would be expected from a security consultant who has been hired to investigate a data breach of
a private cloud instance? 

A. Incident report 

B. Application scan results 

C. Request for information 

D. Risk register 

Correct Answer: A 

 

QUESTION 3

A cloud administrator notices users call to report application performance degradation between 1:00 p.m. and 3:00 p.m.
every day. Which of the following is the BEST option for the administrator to configure? 

A. Locality 

B. Block storage 

C. Right-sizing 

D. Auto-scaling 

Correct Answer: D 

 

QUESTION 4
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A cloud administrator for an ISP identified a vulnerability in the software that controls all the firewall rules for a
geographic area. To ensure the software upgrade is properly tested, approved, and applied, which of 

the following processes should the administrator follow? 

A. Configuration management 

B. Incident management 

C. Resource management 

D. Change management 

Correct Answer: A 

 

QUESTION 5

A cloud systems administrator needs to migrate several corporate applications to a public cloud provider and
decommission the internal hosting environment. This migration must be completed by the end of the month. Because
these applications are internally developed to meet specific business accounting needs, the administrator cannot use an
alternative application. 

Which of the following BEST describes the approach the administrator should use? 

A. Hybrid deployment 

B. Phased migration 

C. Lift and shift 

D. Rip and replace 

Correct Answer: C 

 

QUESTION 6

A systems administrator is reviewing a disaster recovery option that requires little to no downtime in the event of a
natural disaster. 

Which of the following BEST meets this requirement? 

A. Configure availability zones. 

B. Configure high availability. 

C. Configure geo-redundancy. 

D. Configure auto-scaling. 

Correct Answer: A 
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QUESTION 7

A new company directive requires all departments to ensure intellectual property is kept within a country\\'s borders.
Which of the following concepts BEST represents this requirement? 

A. Data portability 

B. Data security 

C. Data locality 

D. Data sovereignty 

Correct Answer: D 

 

QUESTION 8

A business analyst is using a public cloud provider\\'s CRM service to manage contacts and organize all
communication. Which of the following cloud service models is the analyst using? 

A. IaaS 

B. SaaS 

C. DBaaS 

D. PaaS 

Correct Answer: B 

 

QUESTION 9

Which of the following is the BEST approach to optimize data security in an IaaS migration of data to the cloud? 

A. Review the risk register. 

B. Perform a vulnerability scan 

C. Perform server hardening. 

D. Configure encryption in transit. 

Correct Answer: A 

 

QUESTION 10

A systems administrator must select a CSP while considering system uptime and access to critical servers. Which of the
following is the MOST important criterion when choosing the CSP? 

A. Elasticity 
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B. Scalability 

C. Availability 

D. Serviceability 

Correct Answer: C 

 

QUESTION 11

In a DevOps environment there is a requirement to start building application solutions in an efficient manner without any
dependent components. Which of the following should a DevOps engineer do to meet these requirements? 

A. Build the applications in QA, and then enable resource tagging. 

B. Build the applications in QA, and then clone and deploy them in production. 

C. Use templates for building the applications. 

D. Use templates and enable auto-scaling. 

Correct Answer: D 

 

QUESTION 12

A cloud administrator needs to enable users to access business applications remotely while ensuring these applications
are only installed on company-controlled equipment. All users require the ability to modify personal working
environments. Which of the following is the BEST solution? 

A. SSO 

B. VDI 

C. SSH 

D. VPN 

Correct Answer: D 

 

QUESTION 13

A software developer wants to ensure a packaged application can be deployed in different environments without
modifying anything but the application settings. The developer creates an image and provides instructions for the
systems administrator to use for deployment. This is an example of: 

A. application versioning. 

B. source code control. 

C. containerization. 
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D. deployment automation. 

Correct Answer: B 

 

QUESTION 14

Which of the following is related to data availability in the cloud? 

A. Resiliency 

B. Deduplication 

C. Scalability 

D. Elasticity 

Correct Answer: A 

 

QUESTION 15

Which of the following security objectives is MOST improved when moving a system to the cloud? 

A. Availability 

B. Integrity 

C. Privacy 

D. Confidentiality 

Correct Answer: A 
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