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QUESTION 1

A server hosting file shares is an example of which of the following types of storage? 

A. SAN 

B. NAS 

C. SATA 

D. SAS 

Correct Answer: B 

 

QUESTION 2

A company moved its on-premises applications to several SaaS providers. As a result, the security team is concerned
about accounts being compromised. Which of the following should the security tem implement to reduce this risk? 

A. Multifactor authentication 

B. Single sign-on 

C. Federation 

D. Role-based access control 

E. Virtual private network 

Correct Answer: D 

 

QUESTION 3

A company is interested in a DRP. The purpose of the plan is to recover business as soon as possible. The MOST
effective technique is: 

A. archiving. 

B. network clustering. 

C. site mirroring. 

D. active/active. 

Correct Answer: D 

 

QUESTION 4

A hospital is deploying a web-based application in its private cloud to service multiple facilities in a region. This
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application is used by employees of the hospital, as well as the patients and their families. Which of the following
security configurations is MOST likely to be deployed to secure the information from the application? 

A. IPSec 

B. PPTP 

C. L2TP 

D. SSL/TLS 

Correct Answer: D 

 

QUESTION 5

Based on demand, an IaaS provider wants to deploy a security application for its customers. Which of the following is
the BEST technique for the IaaS provider to apply this to target systems? 

A. Vendor application 

B. Scripting 

C. Orchestration 

D. Custom programming 

Correct Answer: C 

 

QUESTION 6

A company requires all system logs to be saved for a minimum 30 days. However, many employees are reporting
storage near capacity alerts. A cloud administrator is trying to fix and prevent this issue from happening again. Which of
the following is the BEST option? 

A. Automate log deletion for logs older than 30 days. This job should run every day to clean up. 

B. Automate archiving of the logs older than 30 days, and create a scheduled job to clean up daily logs older than 30
days 

C. Automate migration of the log archiving storage to offline backup, and create a job to check and delete logs every 30
days. 

D. Automate the clearing of the logs older than 30 days, and add more capacity to the log file storage. 

Correct Answer: A 

 

QUESTION 7

The development team of an e-commerce organization is migrating its code libraries to a public IaaS cloud provider, and
the security policy states that source code must use multiple security controls to secure and restrict access. Which of
the following combinations of controls would be BEST to meet the requirements? 
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A. Use directory federation across the organization for all users and biometric access on the developers\\' laptop instead
of VPN. 

B. Use VPN and two-factor authentication for the developers to access the online repositories for remote developers. 

C. Use SSO across the organization and an existing data loss prevention solution to prevent code repository leakage. 

D. Use a third-party CASB solution that sets policies to detect potential compromise of code libraries. 

Correct Answer: B 

 

QUESTION 8

A cloud administrator is securing an application hosted by an IaaS provider. The operating system on the VM has been
updated. Which of the following should the administrator use to BEST secure the VM from attacks against vulnerable
services regardless of operating system? 

A. Firewall 

B. Antivirus 

C. Intrusion detection 

D. Patch management 

Correct Answer: C 

 

QUESTION 9

An organization allows clients to retrieve information on earthquake events. This is a description of which of the
following classifications? 

A. XaaS 

B. DaaS 

C. CaaS 

D. SaaS 

Correct Answer: A 

 

QUESTION 10

A financial services company has a requirement to keep backups on premises for 30 days and off-site for up to seven
years to a location that is within 100mi (161km) of the primary datacenter location. Recovery times for backups kept on-
site have an RTO of one hour, while recovery times for backups kept off-site have an RTO of four hours. Which of the
following solutions BEST solves this requirement? 

A. Implement a full-based backup and recovery solution for backups within 30 days or less. For backups kept longer
than 30 days, migrate them to a cloud provider that will host the data within 100mi (161km) of the financial services
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company\\'s primary datacenter. 

B. Implement a clone-based backup and recovery solution for backups within 30 days or less. For backups kept longer
than 30 days, migrate them to a cloud provider that will host the data within 100mi (161km) of the financial services
company\\'s primary datacenter. 

C. Implement an incremental-based backup and recovery solution for backups within 30 days or less. For backups kept
longer than 30 days, migrate them to a cloud provider that will host the data within 62mi (100km) of the financial
services company\\'s primary datacenter. 

D. Implement a snapshot-based backup and recovery solution for backups within 30 days or less. For backups kept
longer than 30 days, migrate them to a cloud provider that will host the data within 100mi (161km) of the financial
services company\\'s primary datacenter. 

Correct Answer: B 

 

QUESTION 11

A cloud engineer is migrating an application running on an on-premises server to a SaaS solution. The cloud engineer
has validated the SaaS solution, as well as created and tested a migration plan. Which of the following should the cloud
engineer do before performing the migration? (Choose two.) 

A. Document in the change management database. 

B. Document the test findings. 

C. Gain approval from the CAB. 

D. Create a rollback plan. 

E. Submit a request for change. 

F. Agree upon a change windows. 

G. Establish a plan of action. 

Correct Answer: DG 

 

QUESTION 12

A company has just established a new branch office that needs to connect back to centrally hosted applications for day
to day operations. The branch office has noted that access to many company services are slow and causing a drop in
productivity. The company IT department has investigated a plan to improve performance across the link to the branch
office without having to pay for more bandwidth from the Internet Service Provider. This plan includes hardware that
after installation will allow for much faster access to day to day business applications. Which of the following terms
BEST describes the action taken by the IT department? 

A. LAN optimization 

B. WAN optimization 

C. Load balancing 
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D. Bandwidth compression 

Correct Answer: B 

 

QUESTION 13

A recent advertisement campaign has increased traffic to an e-commerce application that is hosted within a public cloud
environment. Customers are reporting that it takes too long to load their pages and submit orders. A cloud administrator
looks at the metrics from the environment and sees high utilization of the CPU and memory resources. The cloud
provider offers several preconfigured sizes for server template: x-small, small, medium, large, x-large, and 2x-large. 

Given an expected increase in workload, which of the following is the BEST solution to improve application
performance? 

A. Change the server template size for Inxpc003 to 2x-large. 

B. Provision additional Inxpc servers using the 2x-large template. 

C. Add memory to Inxpc002, Inxpc003, and Inxpc003. 

D. Change the role of Inxw001 from web to application. 

Correct Answer: A 

 

QUESTION 14

A cloud administrator for a state government agency is tasked with giving access to the voter registration application to
a government agency in another state. Only authorized officials from each state should access the application. These
agencies have a common environment where applications have been deployed in the past. Which of the following
should the cloud administrator do to give access to the application? 

A. Deploy part of the application into a public cloud and establish secure connections to a private cloud environment. 

B. Deploy the application to a community cloud that is shared with multiple state government agencies only. 

C. Deploy the application to a public cloud and implement ACLs and security access policies to limit access. 

D. Deploy the application to the state\\'s private cloud and give authentication credentials to the other state\\'s
authorized officials. 

Correct Answer: C 
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QUESTION 15

A cloud engineer is required to ensure all servers in the cloud environment meet requirements for PCI compliance. One
of the requirements is to make certain all administrator logins and commands are logged. Which of the following is the
BEST approach to meet these requirements? 

A. Enable configuration change tracking for all servers in the public cloud provider\\'s dashboard. 

B. Enable detailed monitoring for all servers in the public cloud provider\\'s dashboard. 

C. Define and enable audit tracking rules on each server in the public cloud environment. 

D. Modify the cloud provider\\'s role-based authorization policies to log user session activity. 

Correct Answer: A 
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