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QUESTION 1

An organization\\'s web server farm, which is hosted in the cloud with DNS load balancing, is experiencing a spike in
network traffic. This has caused an outage of the organization\\'s web server infrastructure. Which of the following
should be implemented to prevent this in the future as a mitigation method? 

A. Enable DLP 

B. Configure microsegmentation 

C. Enable DNSSEC 

D. Deploy a vADC appliance 

Correct Answer: D 

 

QUESTION 2

SIMULATION 

The QA team is testing a newly implemented clinical trial management (CTM) SaaS application that uses a business
intelligence application for reporting. The UAT users were instructed to use HTTP and HTTPS. 

Refer to the application dataflow: 

1A -The end user accesses the application through a web browser to enter and view clinical data. 

2A -The CTM application server reads/writes data to/from the database server. 

1B -The end user accesses the application through a web browser to run reports on clinical data. 

2B -The CTM application server makes a SOAP call on a non-privileged port to the BI application server. 

3B -The BI application server gets the data from the database server and presents it to the CTM application server. 

When UAT users try to access the application using https://ctm.app.com or http://ctm.app.com, they get a message
stating: "Browser cannot display the webpage." The QA team has raised a ticket to troubleshoot the issue. 

INSTRUCTIONS 

You are a cloud engineer who is tasked with reviewing the firewall rules as well as virtual network settings. 

You should ensure the firewall rules are allowing only the traffic based on the dataflow. 

You have already verified the external DNS resolution and NAT are working. 

Verify and appropriately configure the VLAN assignments and ACLs. Drag and drop the appropriate VLANs to each tier
from the VLAN Tags table. Click on each Firewall to change ACLs as needed. 

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. 
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Correct Answer: 

On firewall 3, change the DENY 0.0.0.0 entry to rule 3 not rule 1. 

 

QUESTION 3

A cloud administrator is building a new VM for machine-learning training. The developer requesting the VM has stated
that the machine will need a full GPU dedicated to it. 

Which of the following configuration options would BEST meet this requirement? 

A. Virtual GPU 

B. External GPU 

C. Passthrough GPU 

D. Shared GPU 

Correct Answer: A 

 

QUESTION 4

A VDI administrator has received reports of poor application performance. Which of the following should the
administrator troubleshoot FIRST? 
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A. The network environment 

B. Container resources 

C. Client devices 

D. Server resources 

Correct Answer: D 

 

QUESTION 5

A systems administrator would like to reduce the network delay between two servers. Which of the following will reduce
the network delay without taxing other system resources? 

A. Decrease the MTU size on both servers 

B. Adjust the CPU resources on both servers 

C. Enable compression between the servers 

D. Configure a VPN tunnel between the servers 

Correct Answer: C 

Reference: https://cseweb.ucsd.edu/~calder/papers/HPDC-01-DynComp.pdf 

 

QUESTION 6

Which of the following will mitigate the risk of users who have access to an instance modifying the system
configurations? 

A. Implement whole-disk encryption 

B. Deploy the latest OS patches 

C. Deploy an anti-malware solution 

D. Implement mandatory access control 

Correct Answer: D 

 

QUESTION 7

An administrator is performing an in-place upgrade on a quest VM operating system. 

Which of the following can be performed as a quick method to roll back to an earlier state, if necessary? 

A. A configuration file backup 

B. A full backup of the database 
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C. A differential backup 

D. A VM-level snapshot 

Correct Answer: D 

Reference: https://cloud.google.com/compute/docs/tutorials/performing-in-place-upgrade-windows-server 

 

QUESTION 8

A systems administrator is informed that a database server containing PHI and PII is unencrypted. The environment
does not support VM encryption, nor does it have a key management system. The server needs to be able to be
rebooted for patching without manual intervention. 

Which of the following will BEST resolve this issue? 

A. Ensure all database queries are encrypted 

B. Create an IPSec tunnel between the database server and its clients 

C. Enable protocol encryption between the storage and the hypervisor 

D. Enable volume encryption on the storage 

E. Enable OS encryption 

Correct Answer: C 

 

QUESTION 9

A company that utilizes an IaaS service provider has contracted with a vendor to perform a penetration test on its
environment. The vendor is able to exploit the virtualization layer and obtain access to other instances within the cloud
provider\\'s environment that do not belong to the company. 

Which of the following BEST describes this attack? 

A. VM escape 

B. Directory traversal 

C. Buffer overflow 

D. Heap spraying 

Correct Answer: A 

Reference: https://whatis.techtarget.com/definition/virtual-machine-escape 

 

QUESTION 10

A cloud administrator has finished setting up an application that will use RDP to connect. During testing, users
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experience a connection timeout error. Which of the following will MOST likely solve the issue? 

A. Checking user passwords 

B. Configuring QoS rules 

C. Enforcing TLS authentication 

D. Opening TCP port 3389 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/windows-server/remote/remote-desktop-services/troubleshoot/rdp-error-
general-troubleshooting 

 

QUESTION 11

A cloud architect wants to minimize the risk of having systems administrators in an IaaS compute instance perform
application code changes. The development group should be the only group allowed to modify files in the directory.
Which of the following will accomplish the desired objective? 

A. Remove the file write permissions for the application service account. 

B. Restrict the file write permissions to the development group only. 

C. Add access to the fileshare for the systems administrator\\'s group. 

D. Deny access to all development user accounts 

Correct Answer: B 

 

QUESTION 12

An organization is running a database application on a SATA disk, and a customer is experiencing slow performance
most of the time. Which of the following should be implemented to improve application performance? 

A. Increase disk capacity 

B. Increase the memory and network bandwidth 

C. Upgrade the application 

D. Upgrade the environment and use SSD drives 

Correct Answer: D 

 

QUESTION 13

A cloud administrator is planning to migrate a globally accessed application to the cloud. 

Which of the following should the cloud administrator implement to BEST reduce latency for all users? 
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A. Regions 

B. Auto-scaling 

C. Clustering 

D. Cloud bursting 

Correct Answer: B 

 

QUESTION 14

An organization has the following requirements that need to be met when implementing cloud services: 

1.

 SSO to cloud infrastructure 

2.

 On-premises directory service 

3.

 RBAC for IT staff 

Which of the following cloud models would meet these requirements? 

A. Public 

B. Community 

C. Hybrid 

D. Multitenant 

Correct Answer: C 

 

QUESTION 15

A systems administrator recently deployed a VDI solution in a cloud environment; however, users are now experiencing
poor rendering performance when trying to display 3-D content on their virtual desktops, especially at peak times. Which
of the following actions will MOST likely solve this issue? 

A. Update the quest graphics drivers from the official repository 

B. Add more vGPU licenses to the host 

C. Instruct users to access virtual workstations only on the VLAN 

D. Select vGPU profiles with higher video RAM 

Correct Answer: D 
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Reference: https://www.cisco.com/c/dam/en/us/solutions/collateral/data-center-virtualization/desktop-virtualization-
solutions-vmware-horizon-view/whitepaper-c11-741606.pdf 
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