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QUESTION 1

A network technician has a RADIUS server IP address that must be included as part of the security setngs for a WAP.
Which of the following encrypton types should the technician select? 

A. WPA enterprise 

B. TKIP 

C. WPA2 CCMP 

D. WEP 128-bit 

Correct Answer: A 

 

QUESTION 2

Which of the following services are afected by closing the default ports of 80 and 21 via ACL on a company router? 

A. FTP and basic Internet trafc 

B. HTTPS and IMAP trafc 

C. DNS and TELNET trafc 

D. VPN and RDP trafc 

Correct Answer: A 

 

QUESTION 3

Which of the following will allow a technician to monitor all network trafc when connected to a mirror port? 

A. VLAN tags 

B. SNMP 

C. Packet snifer 

D. Syslog 

Correct Answer: C 

 

QUESTION 4

Which of the following services would Kimf a technicianf use to create or update a client\\'s DNS \\'A\\' and \\'PTR\\'
records automatcally? 

A. Kerberos 
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B. BIND 

C. WINS 

D. DHCP 

Correct Answer: D 

 

QUESTION 5

The sofware in a virtualiied environment that controls resource allocaton and allows multple operatng system guests to
run on the same physical platorm is known as the: 

A. hypervisor. 

B. LPAR. 

C. broker. 

D. VDI. 

Correct Answer: A 

 

QUESTION 6

Lisaf a network administratorf needs to facilitate trafc from several VLANs over a single port. Which of the following
confguraton changes would facilitate access? 

A. Trafc fltering 

B. Trunking 

C. MAC fltering 

D. Port mirroring 

Correct Answer: B 

 

QUESTION 7

Which of the following OSI layers BEST describes where an HTTP proxy operates? 

A. Transport 

B. Applicaton 

C. Presentaton 

D. Session 

Correct Answer: B 
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QUESTION 8

Which of the following connector types is only used with copper media? 

A. ST 

B. SC 

C. MTRJ 

D. DB-9 

Correct Answer: D 

 

QUESTION 9

A technician has a network with a mix of newer and older equipment. Which of the following setngs would dynamically
confgure whether to use full or half duplex? 

A. Transmission speed 

B. Frequency 

C. Auto-negotate 

D. Distance 

Correct Answer: C 

 

QUESTION 10

Which of the following provides the STRONGEST security for a tunneled connecton over the Internet? 

A. RDP 

B. SMTP 

C. RAS 

D. IPSec 

Correct Answer: D 

 

QUESTION 11

Which of the following protocols would be used to send email to an email server? 

A. NTP 
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B. FTP 

C. SNMP 

D. SMTP 

Correct Answer: D 

 

QUESTION 12

Which of the following is used to create a secure connecton between a client and a host? 

A. VLAN 

B. Proxy server 

C. IIS server 

D. VPN 

Correct Answer: D 

 

QUESTION 13

The address 6FFE:FFFF:0000:2F3B:04AC:00FF:FEBE:5C4A is an example of which of the following? 

A. APIPA 

B. MAC 

C. IPv4 

D. IPv6 

Correct Answer: D 

 

QUESTION 14

On which of the following OSI model layers would a MAC address be used? 

A. Network 

B. Data Link 

C. Transport 

D. Physical 

Correct Answer: B 
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QUESTION 15

Joef a userf reports that his PC is the only one that does not have network connectvity. All the wiring has been tested
properly and the problem stll exists. Joe is getng an APIPA address. Which of the following is the MOST likely cause? 

A. Crossover cable is being used 

B. Switch was powered of 

C. PoE is disabled on the port 

D. Port on the switch is disabled 

Correct Answer: D 
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