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QUESTION 1

A client has just leased a new ofce space in a busy commercial building and would like to install a wireless network.
Several other tenants are on the same foor. Multple wireless networks are present in the building. Which of the following
can be changed on the clientns wireless network to help ensure that interference from other wireless networks is at a
minimum? 

A. WPA encrypton key selecton 

B. Channel selecton 

C. Antenna types 

D. Disable SSID 

Correct Answer: B 

 

QUESTION 2

Afer a new user moves furniture into a cubiclef the computer does not connect to the network any longer. Which of the
following would be the MOST likely reason? (Select TWO). 

A. Bad Ethernet switch port 

B. TX/RX reversed 

C. Bad connectors 

D. Bad patch cable 

E. Mismatched MTU 

Correct Answer: CD 

 

QUESTION 3

Which of the following network monitoring resources would be used to analyie possible connectvity issues such as
duplex mismatches and uptme statstcs? 

A. Protocol analyier 

B. Syslog server 

C. Packet snifer 

D. IPS logs 

Correct Answer: B 
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QUESTION 4

A network consultant arrives at a customerns site to troubleshoot their email server. The server is running a Linux
operatng systemf but the consultant is only familiar with Windows operatng systems. Which of the following
troubleshootng steps should the consultant take? 

A. Document fndings 

B. Identfy the problem 

C. Escalate the problem 

D. Establish a plan of acton 

Correct Answer: C 

 

QUESTION 5

Which of the following LAN technologies is used to provide a MAXIMUM bandwidth of 1Gbps through single mode
fber? 

A. 10GBaseLR 

B. 100BaseFX 

C. 100BaseTX 

D. 1000BaseX 

Correct Answer: D 

 

QUESTION 6

Kurtf a network administratorf is tasked with simplifying the review of events from network devices. Which of the
following is used to accomplish this? 

A. History logs 

B. Event logs 

C. Syslog server 

D. Trafc analyier 

Correct Answer: C 

 

QUESTION 7

Which of the following is similar to MIMO? 

A. WPA 
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B. SSID 

C. PoE 

D. Diversity 

Correct Answer: D 

 

QUESTION 8

A company has just installed a new network switch for an expanding department. The company is also pilotng the use of
a VoIP phone system for this department. Which of the following should be enabled on the new network switch? 

A. WINS 

B. QoS 

C. NAT 

D. DHCP 

Correct Answer: B 

 

QUESTION 9

Which of the following network topologies describes a network where each node is connected to every other node? 

A. Bus 

B. Star 

C. Mesh 

D. Ring 

Correct Answer: C 

 

QUESTION 10

An administrator notces that a computer on the network is unable to reach any of the servers by hostname. The
computer has connectvity to the network and is able to ping all the devices by IP address. Which of the following can
cause the error? 

A. The workstaton has a duplicate IP address. 

B. The workstaton has been assigned to the wrong VLAN. 

C. The workstaton has the wrong gateway confgured. 

D. The workstaton has the wrong DNS confgured. 
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Correct Answer: D 

 

QUESTION 11

A network administrator is implementng an IPS on VLAN 1 and wants the IPS to learn what to prevent on its own. Which
of the following would MOST likely be installed? 

A. Honeynet 

B. Signature based IPS 

C. Behavior based IPS 

D. Host based IPS 

Correct Answer: C 

 

QUESTION 12

Kimf a userf reports that the web browser is indicatng the site certfcate is not trusted. Which of the following atacks may
be in progress? 

A. Man-in-the-middle 

B. Denial of service 

C. Ping fooding 

D. Smurfng 

Correct Answer: A 

 

QUESTION 13

A user informs the network administrator of increasingly common wireless connecton problems. The administrator
determines the user has recently received a new cordless phone. The phone is MOST likely causing which of the
following conditons? 

A. Signal strength latency 

B. Bouncing signal 

C. Interference 

D. Crosstalk 

Correct Answer: C 

 

QUESTION 14
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Which of the following correctly lists the layers of the OSI model startng at Layer 1? 

A. Data Linkf Physicalf Networkf Transportf Presentatonf Sessionf Applicaton. 

B. Physicalf Data Linkf Networkf Transportf Presentatonf Sessionf Applicaton. 

C. Physicalf Data Linkf Transportf Networkf Sessionf Presentatonf Applicaton. 

D. Physicalf Data Linkf Networkf Transportf Sessionf Presentatonf Applicaton. 

Correct Answer: D 

 

QUESTION 15

A network administrator is replacing old switches to support a VoIP deployment. Based on this parameterf which of the
following is MOST likely to be implemented on these new switches? 

A. PoE 

B. STP 

C. NAT 

D. VTP 

Correct Answer: A 
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