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QUESTION 1

Users trying to access a website using HTTPS are being blocked by the firewall. Which of the following ports needs to
be allowed? 

A. 80 

B. 143 

C. 443 

D. 3389 

Correct Answer: C 

 

 

QUESTION 2

An application server is placed on the network and the intended application is not working correctly. Which of the
following could be used to make sure sessions are being opened properly? 

A. Antivirus scanner 

B. IDS 

C. Packet sniffer 

D. Toner probe 

Correct Answer: C 

Packet Sniffer is a tool that can help you locate network problems by allowing you to capture and view the packet level
data on your network.So we can capture the session and find the cause of failure. 

 

QUESTION 3

Which of the following properties of DHCP would a technician use to ensure an IP address is not leased out from the
active scope? 

A. Reservations 

B. Lease times 

C. Removing IPs from the active leases 

D. Configuring the DNS options 

Correct Answer: A 

Reservations are permanent lease assignments that are used to ensure that a specified client on a subnet can always
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use the same IP address. You can use DHCP reservations for hosts that require a consistent IP address, but do not
need to be statically configured. 

 

QUESTION 4

Which of the following WAN technologies uses an analog phone line to transmit data? 

A. LTE 

B. DSL 

C. Satellite 

D. Cable 

Correct Answer: B 

DSL is a high-speed Internet service like cable Internet. DSL provides high-speed networking over ordinary phone lines
using broadband modem technology. DSL technology allows Internet and telephone service to work over the same
phone line without requiring customers to disconnect either their voice or Internet connections. 

 

QUESTION 5

A network technician has just upgraded a switch. The new switch\\'s IP range and subnet mask correctly match other
network devices. The technician cannot ping any device outside of the switch\\'s own IP subnet. The previous switch
worked correctly with the same settings. 

Which of the following is MOST likely the problem? 

A. The proxy server is set incorrectly. 

B. The Ethernet cable is pinched. 

C. The network gateway is set incorrectly. 

D. The IP address is set incorrectly. 

Correct Answer: C 

When user is able to ping everything in its own subnet that means that all the hosts are reachable however when you
are not able to ping anything outside of this subnet then please check if the device is sending traffic to the correct host
who should forward it to the further devices. 

 

QUESTION 6

The systems administrator has assigned an IP address and default gateway to a standard Layer 2 switch. Which of the
following would be the primary purpose of doing this? 

A. Allow VLAN routing 

B. Enable packet filtering on the switch 
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C. Allow remote administration of the switch 

D. Enable MAC filtering on the switch 

Correct Answer: C 

 

 

QUESTION 7

Which of the following can be described as a DoS attack? 

A. Disabling a specific system and making it unavailable to users 

B. Implementing a keylogger 

C. Intercepting a packet and decrypting the contents 

D. Communicating with employees to get company information 

Correct Answer: A 

A denial of service (DoS) attack is a malicious attempt to make a server or a network resource unavailable to users,
usually by temporarily interrupting or suspending the services of a host connected to the Internet. 

 

QUESTION 8

A router operates at which of the following layers of the OSI model? 

A. Layer 2 

B. Layer 3 

C. Layer 4 

D. Layer 5 

Correct Answer: B 

 

 

QUESTION 9

Which of the following is used to determine whether or not a user\\'s account is authorized to access a server remotely? 

A. VPN 

B. RDP 

C. LDAP 
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D. Encryption 

Correct Answer: C 

 

 

QUESTION 10

A technician has been called about intermittent connectivity near IDF 2. Multiple cables were recently pulled through a
common conduit. Which of the following is MOST likely the cause of the problem? 

A. Crosstalk 

B. Bad connectors 

C. Wrong DNS 

D. Duplicate IP address 

Correct Answer: A 

 

 

QUESTION 11

Which of the following is a path vector routing protocol? 

A. RIP 

B. EIGRP 

C. ISIS 

D. OSPF 

E. BGP 

Correct Answer: E 

Because BGP involves a table of IP networks or "prefixes" which designate network reachability among autonomous
systems (AS). 

 

QUESTION 12

Which of the following protocols works at the LOWEST layer of the OSI model? 

A. L2TP 

B. PPTP 

C. ISAKMP 
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D. IPSec 

Correct Answer: A 

Layer Two Tunneling Protocol (L2TP) is an extension of the Point-to-Point Tunneling Protocol (PPTP) used by an
Internet service provider (ISP) to enable the operation of a virtual private network (VPN) over the Internet. 

 

QUESTION 13

A user at a hotel sees two SSIDs; both are called "HotelWireless". After the PC connects to one of the APs, the user
notices their browser homepage has been changed. Which of the following BEST describes this AP? 

A. Man-in-the-middle 

B. DDoS 

C. Evil twin 

D. War driving 

Correct Answer: C 

 

 

QUESTION 14

SIMULATION 

Workstations are unable to access the internet after a recent power outage. Configure the appropriate devices to ensure
All workstations have internet connectivity. 
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Correct Answer: Check the answer in explanation. 

Answer: The switches are not connected properly. Connect Switch 1 to switch three on the last port and then connect
the last port of the switch 3 to the first port of switch 2. In this way the switches will be connected properly. Click Enable
All to enable the switches 
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QUESTION 15

A SOHO had their wireless network breached on several occasions. The user turned off the SSID and enabled WEP
encryption, but breaches are still occurring. Which of the following will improve security and MOST likely prevent future
breaches? 

A. Turn down the signal strength 

B. Replace the WAP and enable WEP 

C. Change both the SSID and WEP key 

D. Enable WPA2 encryption 

Correct Answer: D 
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