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QUESTION 1

Which of the following DR testing scenarios is described as verbally walking through each step of the DR plan in the
context of a meeting? 

A. Live failover 

B. Simulated failover 

C. Asynchronous 

D. Tabletop 

Correct Answer: A 

 

QUESTION 2

A technician is connecting a Linux server to a share on a NAS. Which of the following is the MOST appropriate native
protocol to use for this task? 

A. CIFS 

B. FTP 

C. SFTP 

D. NFS 

Correct Answer: A 

Reference: https://www.redhat.com/en/topics/data-storage/network-attached-storage 

 

QUESTION 3

Which of the following tools will analyze network logs in real time to report on suspicious log events? 

A. Syslog 

B. DLP 

C. SIEM 

D. HIPS 

Correct Answer: C 

Reference: https://www.manageengine.com/products/eventlog/syslog-server.html 

 

QUESTION 4
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A systems administrator is performing maintenance on 12 Windows servers that are in different racks at a large
datacenter. Which of the following would allow the administrator to perform maintenance on all 12 servers without
having to physically be at each server? (Choose two.) 

A. Remote desktop 

B. IP KVM 

C. A console connection 

D. A virtual administration console 

E. Remote drive access 

F. A crash cart 

Correct Answer: AB 

Reference: https://www.blackbox.be/en-be/page/27559/Resources/Technical-Resources/Black-Box-Explains/kvm/
Benefits-of-using-KVM-over-IP 

 

QUESTION 5

After configuring IP networking on a newly commissioned server, a server administrator installs a straight-through
network cable from the patch panel to the switch. The administrator then returns to the server to test network
connectivity using the ping command. The partial output of the ping and ipconfig commands are displayed below: 

The administrator returns to the switch and notices an amber link light on the port where the server is connected. Which
of the following is the MOST likely reason for the lack of network connectivity? 

A. Network port security 

B. An improper VLAN configuration 

C. A misconfigured DHCP server D. A misconfigured NIC on the server 
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Correct Answer: D 

 

QUESTION 6

A company is running an application on a file server. A security scan reports the application has a known vulnerability.
Which of the following would be the company\\'s BEST course of action? 

A. Upgrade the application package 

B. Tighten the rules on the firewall 

C. Install antivirus software 

D. Patch the server OS 

Correct Answer: D 

Reference https://www.sciencedirect.com/topics/computer-science/vulnerability-scanner 

 

QUESTION 7

A server administrator needs to harden a server by only allowing secure traffic and DNS inquiries. A port scan reports
the following ports are open: 

A. 21 

B. 22 

C. 23 

D. 53 

E. 443 

F. 636 

Correct Answer: D 

Reference: https://tools.cisco.com/security/center/resources/dns_best_practices 

 

QUESTION 8

Users at a remote site have reported that a regularly used server is inaccessible. The systems administrator knows
users at another site also use the same server, so the administrator contacts them to see if the same issue is occurring.
Which of the following troubleshooting steps is this an example of? 

A. Establish a plan to resolve the issue. 

B. Establish a theory of probable cause. 

C. Establish the scope of the issue. 
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D. Test the theory of probable cause. 

Correct Answer: C 

 

QUESTION 9

A technician is trying to determine the reason why a Linux server is not communicating on a network. The returned
network configuration is as follows: 

eth0: flags=4163 mtu 1500 inet 127.0.0.1 network 

255.255.0.0 broadcast 127.0.0.1 

Which of the following BEST describes what is happening? 

A. The server is configured to use DHCP on a network that has multiple scope options 

B. The server is configured to use DHCP, but the DHCP server is sending an incorrect subnet mask 

C. The server is configured to use DHCP on a network that does not have a DHCP server 

D. The server is configured to use DHCP, but the DHCP server is sending an incorrect MTU setting 

Correct Answer: B 

 

QUESTION 10

A server administrator has been creating new VMs one by one. The administrator notices the system requirements are
very similar, even with different applications. Which of the following would help the administrator accomplish this task in
the SHORTEST amount of time and meet the system requirements? 

A. Snapshot 

B. Deduplication 

C. System Restore 

D. Template 

Correct Answer: D 

 

QUESTION 11

A user cannot save large files to a directory on a Linux server that was accepting smaller files a few minutes ago. Which
of the following commands should a technician use to identify the issue? 

A. pvdisplay 

B. mount 

C. df -h 
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D. fdisk -l 

Correct Answer: C 

 

QUESTION 12

A server is performing slowly, and users are reporting issues connecting to the application on that server. Upon
investigation, the server administrator notices several unauthorized services running on that server that are successfully
communicating to an external site. Which of the following are MOST likely causing the issue? (Choose two.) 

A. Adware is installed on the users\\' devices 

B. The firewall rule for the server is misconfigured 

C. The server is infected with a virus 

D. Intrusion detection is enabled on the network 

E. Unnecessary services are disabled on the server 

F. SELinux is enabled on the server 

Correct Answer: AC 

 

QUESTION 13

An administrator is configuring a server that will host a high-performance financial application. Which of the following
disk types will serve this purpose? 

A. SAS SSD 

B. SATA SSD 

C. SAS drive with 10000rpm 

D. SATA drive with 15000rpm 

Correct Answer: A 

Reference: https://www.hp.com/us-en/shop/tech-takes/sas-vs-sata 

 

QUESTION 14

An administrator is sizing a new server that will run a 1TB database. One of the processor options is the size of the L2
cache. The administrator picks the processor with the least amount of L2 cache. Which of the following is an outcome of
this selection? 

A. The processor will be faster with a lower L2 cache, speeding up database access times. 

B. The database will be slower because of a lower amount of cache hits. 
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C. Database access does not rely on cache, so there will be no difference in performance. 

D. The cost of the processor will be higher. 

Correct Answer: B 

 

QUESTION 15

Ann, an administrator, is configuring a two-node cluster that will be deployed. To check the cluster\\'s functionality, she
shuts down the active node. Cluster behavior is as expected, and the passive node is now active. Ann powers on the
server again and wants to return to the original configuration. Which of the following cluster features will allow Ann to
complete this task? 

A. Heartbeat 

B. Failback 

C. Redundancy 

D. Load balancing 

Correct Answer: B 
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