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QUESTION 1
Which of the following is a component of the shared responsibility model managed entirely by AWS?
A. Patching operating system software
B. Encrypting data
C. Enforcing multi-factor authentication
D. Auditing physical data center assets
Correct Answer: D
Of course, Amazon is responsible for auditing physical data center assets and resources since it is the property of
Amazon Inc. Customers have no access to physical sites, hence they are not responsible for maintaining physical data
center assets.


QUESTION 2
An Amazon EC2 instance runs only when needed yet must remain active for the duration of the process. What is the
most appropriate purchasing option?
A. Dedicated Instances
B. Spot Instances
C. On-Demand Instances
D. Reserved Instances
Correct Answer: D
Reference: https://jayendrapatil.com/aws-ec2-instance-purchasing-option/


QUESTION 3
Which of the following acts as a virtual firewall at the Amazon EC2 instance level to control traffic for one or more
instances?
A. Access keys
B. Virtual private gateways
C. Security groups
D. Access Control Lists (ACL)
Correct Answer: C
Reference: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html

QUESTION 4
According to the AWS shared responsibility model, who is responsible for configuration management?
A. It is solely the responsibility of the customer.
B. It is solely the responsibility of AWS.
C. It is shared between AWS and the customer.
D. It is not part of the AWS shared responsibility model.
Correct Answer: C
AWS maintains the configuration of its infrastructure devices, but a customer is responsible for configuring their own
guest operating systems, databases, and applications. Reference: https://aws.amazon.com/compliance/sharedresponsibility-model/


QUESTION 5
Under the AWS shared responsibility model, which of the following is a responsibility of AWS?
A. Enabling server-side encryption for objects stored in S3
B. Applying AWS IAM security policies
C. Patching the operating system on an Amazon EC2 instance
D. Applying updates to the hypervisor
Correct Answer: D
Reference: https://aws.amazon.com/compliance/shared-responsibility-model/?ref=wellarchitected


QUESTION 6
Which AWS service should be used to monitor Amazon EC2 instances for CPU and network utilization?
A. Amazon Inspector
B. AWS CloudTtail
C. Amazon CloudWatch
D. AWS Config
Correct Answer: C


QUESTION 7
Which of the following are the benefits of running a database on amazon rds compared to an on-premises database?
A. RDS backup is managed by AWS
B. RDS supports any relational database
C. RDs has no database engineer licensing costs.
D. RDS database computes capacity can be easily scaled.
E. RDS inbound traffic content (for example, security groups) is managed by AWS.
Correct Answer: AC


QUESTION 8
Which of the following are benefits of AWS Global Accelerator? (Choose two.)
A. Reduced cost to run services on AWS
B. Improved availability of applications deployed on AWS
C. Higher durability of data stored on AWS
D. Decreased latency to reach applications deployed on AWS
E. Higher security of data stored on AWS
Correct Answer: BD
Reference: https://aws.amazon.com/global-accelerator/faqs/


QUESTION 9
AWS CloudFormation is designed to help the user:
A. model and provision resources.
B. update application code.
C. set up data lakes.
D. create reports for billing.
Correct Answer: A
AWS CloudFormation provides a common language for you to model and provision AWS and third-party application
resources in your cloud environment. AWS CloudFormation allows you to use programming languages or a simple text
file to model and provision, in an automated and secure manner, all the resources needed for your applications across
all regions and accounts. This gives you a single source of truth for your AWS and third-party resources.
Reference: https://aws.amazon.com/cloudformation/

QUESTION 10
Amazon Relational Database Service (Amazon RDS) offers which of the following benefits over traditional database
management?
A. AWS manages the data stored in Amazon RDS tables.
B. AWS manages the maintenance of the operating system.
C. AWS automatically scales up instance types on demand.
D. AWS manages the database type.
Correct Answer: C


QUESTION 11
Which AWS service can be used to turn text into life-like speech?
A. Amazon Polly
B. Amazon Transcribe
C. Amazon Rekognition
D. Amazon Lex
Correct Answer: A
Reference: https://aws.amazon.com/polly/#:~:text=Amazon%20Polly%20is%20a%20service,synthesize%20natural%20
sounding%20human%20speech.


QUESTION 12
Which AWS service can be used to manually launch instances based on resource requirements?
A. Amazon EBS
B. Amazon S3
C. Amazon EC2
D. Amazon ECS
Correct Answer: C


QUESTION 13
What does the AWS Simple Monthly Calculator do?
A. Compares on-premises costs to colocation environments
B. Estimates monthly billing based on projected usage
C. Estimates power consumption at existing data centers
D. Estimates CPU utilization
Correct Answer: B
Reference: https://aws.amazon.com/blogs/aws/estimate-your-c/
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