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Latest update CompTIA N10-007 exam questions and answers online practice test



QUESTION 1
Which of the following can be used to prevent unauthorized employees from entering restricted areas?
A. Sign-in sheets
B. Video cameras
C. Motion sensors
D. Swipe badges
Correct Answer: D

 

QUESTION 2
A company hires another firm to test the integrity of its information security controls. This is an example of:
A. role separation
B. device hardening
C. risk assessment
D. penetration testing
Correct Answer: D

 

QUESTION 3
Which of the following is an IPv6 address?
A. 00:14:38:05:7B:E5
B. 10.10.1.1
C. 192.168.1.1
D. 2001:cdba::3257:9652
Correct Answer: D

 

QUESTION 4
A technician is performing a site survey in an area of a university where both faculty and students are reporting poor
performance of their wireless connections. The technician gathers the following data in the problem area: Which of the
following would MOST likely resolve the issue?

A. There are too many wireless clients. Increase the number of APs to handle the traffic load.
B. The SNR is not at an acceptable level. Change the channel on the APs.
C. The signal strength is too low. Replace the equipment with devices that have better radio antennas.
D. The channel numbers on some APs are invalid. Switch AP2 and AP3 to use channel 1.
E. The type of antenna is inappropriate for the environment. Switch to 13dBi Yagi antennas.
Correct Answer: B

 

QUESTION 5
Which of the following IP addresses would be classified as private?
A. 10.100.200.0
B. 169.253.10.20
C. 172.168.5.0
D. 200.100.25.0
Correct Answer: A

 

QUESTION 6
Zach, a network technician, is configuring several switches to be managed remotely. Which of the following must be
configured to connect via SSH to each of those devices, as well as to retrieve various parameters?
A. PoE settings and VTP configuration
B. SNMP configuration only
C. IP address and SNMP configuration
D. QoS and PoE settings
Correct Answer: C

 

QUESTION 7
Which of the following VPN technologies should a network technician utilize to tunnel IPv6 traffic and multicast over an
IPv4 WAN link?
A. AH
B. DTLS
C. SSL
D. GRE
Correct Answer: D

 

QUESTION 8
Joe, a network technician, has received a report that one of his clients is experiencing an issue connecting to the
network. Joe observes two clients are connected to a hub, which is connected to separate wall jacks. Which of the
following has MOST likely occurred?
A. Switching loop
B. ARP cache poisoning
C. Improperly tagged ports
D. Wrong VLAN assignment
E. Duplicate IP addresses
Correct Answer: A

 

QUESTION 9
Which of the following DNS records allows for reverse lookup of a domain?
A. PTR
B. AAAA
C. A
D. MX
Correct Answer: A

 

QUESTION 10
Multiple users are experiencing slow performance when downloading large files from a specific site. Which of the
following should the technician do to check the connection to the external site?
A. Check the latency by running a continuous ping to the site.
B. Perform the ipconfig/flushdns command on the affected users\\’ PCs.
C. Run a speedtest from a user\\’s PC to a site on the Internet.
D. Verify if there is MTU mismatch in the path to the site.
Correct Answer: A

 

QUESTION 11
A network technician is troubleshooting a connectivity issue with Joe, a user. Joe has reported that when he attempts to
RDP to machine1 (192.168.21.21) by name, he is connected to machine3 (192.168.21.23). When the network
technician runs the command nslookup machine1, it returns the IP address 192.168.21.23; but when the ping –a
192.168.21.23 command is run, the results return the hostname machine3. Which of the following DNS records should
be updated to allow RDP connections to machine1 by hostname?
A. A
B. SRV
C. PTR
D. TXT
Correct Answer: A

 

QUESTION 12
In the past, users brought personal laptops to the office to bypass some of the security protocols on their desktops. Due
to new security initiatives, management has asked that users not be allowed to attach personal devices to the network.
Which of the following should a technician use to BEST meet this goal?
A. Shut down unused ports on switches
B. Upgrade firmware on network devices
C. Allow only secure protocols on the network
D. Disable unnecessary services
Correct Answer: C

 

QUESTION 13
A user claims to have no Internet access but can access local resources. A technician determines the issue is with a
configuration because a ping to a working public website shows a response that starts with:
Ping request could not find host
Which of the following is the MOST likely misconfiguration?
A. Incorrect netmask
B. DNS
C. DHCP
D. SSL certificate
Correct Answer: B

 

QUESTION 14
Which of the following WAN technologies is MOST preferred when developing a VoIP system with 23 concurrent
channels?
A. DSL
B. POTS
C. T1
D. DOCSIS
Correct Answer: C

 

QUESTION 15
A network administrator is going to be performing a major upgrade to the network. Which of the following should the
administrator use in case of a failure?
A. Baseline report
B. Vulnerability report
C. Rollback plan
D. Business continuity plan
Correct Answer: C
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QUESTION 1
A network technician wants to baseline traffic flows on a specific network. Which of the following will provide the
GREATEST level of detail?
A. Network flow information
B. SNMP traps
C. Debug level syslog
D. Protocol analyzer
Correct Answer: D

 

QUESTION 2
A new employee is unable to access any network resources. All other users are able to access the network at 100Mbps
No IP address, subnet mask or default gateway is displayed on the new employee\\’s workstation The network
administrator determinates all connectors using the correct standard Upon further investigation the network
administrator also notices the following.
Wire map results from the user patch cable lo the patch cable connecting to the switch:
1.
Pins 5 and 7 are short
2.
The distance is 200ft (61m) Additional observations on the switch
1.
The VLAN is set correctly
2.
The port is not disabled
3.
The duplex”;speed settings are correct
4.
Port LEOs are off for that port.
5.
The port is set to untagged.
Which of the following is the MOST likely reason the new employee is having network issues?
A. Bad switchport
B. Incorrect pinout
C. Open/short
D. VLAN mismatch
E. Distance limitation
Correct Answer: A

 

QUESTION 3
A company recently upgraded a legacy firewall to an NGFW. Which of the following can be deployed without extra
hardware to restrict access to offending websites?
A. A UTM appliance
B. Content filtering
C. An IPS
D. A proxy server
Correct Answer: A

 

QUESTION 4
A network technician configures a firewall to block only certain IP addresses from accessing the Internet. All users are
reporting that they are unable to access the Internet.
Which of the following is the MOST likely reason?
A. Incorrectly configured ACL
B. Implicit allow statement
C. SMTP requests are being denied
D. All protocols are being allowed in
Correct Answer: A

 

QUESTION 5
A technician has designed a LAN with redundant switches. Which of the following should be configured to ensure
network availability?
A. VLAN
B. Scope options
C. Spanning tree
D. Flood guard
Correct Answer: C

 

QUESTION 6
A network engineer is hardening the security of a remote office. The firewall at this location needs to remain accessible
for remote management by technicians. The firewall vendor advises disabling port 443 from WAN-facing access. In
addition to disabling port 443, which of the following can the engineer do to MOST effectively balance the remote
connectivity and security needs for this site?
A. Enable an IPSec tunnel.
B. Enable RDP access to the firewall.
C. Enable port 80 access.
D. Enable Telnet access to the firewall
Correct Answer: B

 

QUESTION 7
Which of the following would allow a device to maintain the same IP address lease based on the physical address of the
network card?
A. MAC address reservation
B. Static IP address
C. IP address exclusion
D. Custom DNS server entry
Correct Answer: A

 

QUESTION 8
The security department is looking to install a new IP-based camer
A. Plugging the camera into the available Ethernet jack does not power on the camera. Upon further investigation, the
cable tests fine, and it does provide power to a VoIP phone. Which of the following is MOST likely causing the issue?
B. The brown pair UTP has a short.
C. The camera requires 802. 3at power
D. The camera requires Cat 7 cabling.
E. The switchport has PoE disabled.
Correct Answer: C

 

QUESTION 9
An analog POTS voice line is no longer working and Kim, the technician, is tasked to verify if a dial tone is present at the
IDF. Which of the following tools would be used?
A. Protocol analyzer
B. Butt set
C. OTDR
D. Toner probe
Correct Answer: B

 

QUESTION 10
A technician recently fixed a computer with several viruses and spyware programs on it and notices the Internet settings
were set to redirect all traffic through an unknown proxy. This type of attack is known as which of the following?
A. Phishing
B. Social engineering
C. Man-in-the-middle
D. Shoulder surfing
Correct Answer: C

 

QUESTION 11
Which of the following protocols do MOST MITM attacks utilize?
A. ARP
B. SIP
C. FTP
D. SCP
Correct Answer: A


QUESTION 12
Joe, a technician, was able to copy data at a site with no network equipment between two new laptops, featuring gigabit
Ethernet ports, by using a regular straight-through patch cable. Joe then unsuccessfully tried to accomplish the same
thing at a different site from his laptop with a gigabit Ethernet port to an older customer unit, which had a 10/100 network
port. Which of the following is the cause of this?
A. The customer\\’s laptop does not support auto-MDIX.
B. Joe\\’s laptop does not support auto-MDIX.
C. Straight-through patch cables are prone to crosstalk.
D. The customer\\’s laptop NIC does not support full duplex.
Correct Answer: A

 

QUESTION 13
Which of the following is the SHORTEST way to write 2001:0000:0d58:0000:0000:0095:7565:0001 in proper IPv6
shorthand?
A. 2001::d58::95:7565:1
B. 2001:0:d58:0:0:95:7565:1
C. 2001:0:d58::95:7565:1
D. 2001:0:0d58::95:7565:1
Correct Answer: C
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