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QUESTION 1
Which Talos reputation center allows for tracking the reputation of IP addresses for email and web traffic?
A. IP and Domain Reputation Center
B. File Reputation Center
C. IP Slock List Center
D. AMP Reputation Center
Correct Answer: A


QUESTION 2
The main function of northbound APIs in the SDN architecture is to enable communication between which two areas of
a network?
A. SDN controller and the cloud
B. management console and the SDN controller
C. management console and the cloud
D. SDN controller and the management solution
Correct Answer: D


QUESTION 3
Which feature is supported when deploying Cisco ASAv within AWS public cloud?
A. multiple context mode
B. user deployment of Layer 3 networks
C. IPv6
D. clustering
Correct Answer: B
Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa96/asav/quick-start-book/asav-96-qsg/asavaws.html


QUESTION 4
What are the advantages of using LDAP over AD?
A. LDAP allows for granular policy control, whereas AD does not.
B. LDAP provides for faster authentication
C. LDAP can be configured to use primary and secondary servers, whereas AD cannot.
D. LDAP does not require ISE to join the AD domain
E. The closest LDAP servers are used for Authentication.
Correct Answer: C


QUESTION 5
Which benefit does endpoint security provide to the overall security posture of an organization?
A. It streamlines the incident response process to automatically perform digital forensics on the endpoint.
B. It allows the organization to mitigate web-based attacks as long as the user is active in the domain.
C. It allows the organization to detect and respond to threats at the edge of the network.
D. It allows the organization to detect and mitigate threats that the perimeter security devices do not detect.
Correct Answer: D


QUESTION 6
A network administrator configures Dynamic ARP Inspection on a switch. After Dynamic ARP Inspection is applied, all
users on that switch are unable to communicate with any destination. The network administrator checks the interface
status of all interfaces, and there is no err-disabled interface.
What is causing this problem?
A. The IP arp inspection limit command is applied to all interfaces and is blocking the traffic of all users.
B. DHCP snooping has not been enabled on all VLANs.
C. The no IP arp inspection trust command is applied on all user host interfaces
D. Dynamic ARP Inspection has not been enabled on all VLANs
Correct Answer: C


QUESTION 7
Which statement about IOS zone-based firewalls is true?
A. An unassigned interface can communicate with assigned interfaces
B. Only one interface can be assigned to a zone.
C. An interface can be assigned to multiple zones.
D. An interface can be assigned only to one zone.
Correct Answer: D
Reference: https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/98628-zone-design-guide.html


QUESTION 8
Under which two circumstances is a CoA issued? (Choose two.)
A. A new authentication rule was added to the policy on the Policy Service node.
B. An endpoint is deleted on the Identity Service Engine server.
C. A new Identity Source Sequence is created and referenced in the authentication policy.
D. An endpoint is profiled for the first time.
E. A new Identity Service Engine server is added to the deployment with the Administration persona.
Correct Answer: BD
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_prof_pol.html


QUESTION 9
Which Cisco security solution protects remote users against phishing attacks when they are not connected to the VPN?
A. Cisco Firepower
B. Cisco Umbrella
C. Cisco Stealthwatch
D. NGIPS
Correct Answer: C


QUESTION 10
What can be integrated with the Cisco Threat Intelligence Director to provide information about security threats, which
allows the SOC to proactively automate responses to those threats?
A. Cisco Umbrella
B. External Threat Feeds
C. Cisco Threat Grid
D. Cisco Stealthwatch
Correct Answer: C


QUESTION 11
Which two descriptions of AES encryption are true? (Choose two.)
A. AES is less secure than 3DES.
B. AES is more secure than 3DES.
C. AES can use a 168-bit key for encryption.
D. AES can use a 256-bit key for encryption.
E. AES encrypts and decrypts a key three times in sequence.
Correct Answer: BD
Reference: https://gpdb.docs.pivotal.io/43190/admin_guide/topics/ipsec.html


QUESTION 12
Which cloud service model offers an environment for cloud consumers to develop and deploy applications without
needing to manage or maintain the underlying cloud infrastructure?
A. PaaS
B. XaaS
C. IaaS
D. SaaS
Correct Answer: A


QUESTION 13
An engineer is configuring a Cisco ESA and wants to control whether to accept or reject email messages to a recipient
address. Which list contains the allowed recipient addresses?
A. SAT
B. BAT
C. HAT
D. RAT
Correct Answer: D
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