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Latest update CompTIA SK0-005 exam questions and answers online practice test



QUESTION 1
A company\\’s IDS has identified outbound traffic from one of the web servers coming over port 389 to an outside
address. This server only hosts websites. The company\\’s SOC administrator has asked a technician to harden this
server. Which of the following would be the BEST way to complete this request?
A. Disable port 389 on the server
B. Move traffic from port 389 to port 443
C. Move traffic from port 389 to port 637
D. Enable port 389 for web traffic
Correct Answer: C
Reference: https://www.auditmypc.com/tcp-port-637.asp https://docs.microsoft.com/en-us/answers/questions/66908/isport-389-on-ad-in-anyway-used-or-requiredwhen.html

 

QUESTION 2
A company is building a new datacenter next to a busy parking lot. Which of the following is the BEST strategy to
ensure wayward vehicle traffic does not interfere with datacenter operations?
A. Install security cameras
B. Utilize security guards
C. Install bollards
D. Install a mantrap
Correct Answer: C

 

QUESTION 3
Which of the following will correctly map a script to a home directory for a user based on username?
A. \\server\users$\username
B. \\server\%username%
C. \\server\FirstInitialLastName
D. \\server\$username$
Correct Answer: B
Reference: https://social.technet.microsoft.com/Forums/windows/en-US/07cfcb73-796d-48aa-96a9-08280a1ef25a/mapping-home-directory-with-username-variable?forum=w7itprogeneral


QUESTION 4
A server administrator needs to harden a server by only allowing secure traffic and DNS inquiries. A port scan reports
the following ports are open:
A. 21
B. 22
C. 23
D. 53
E. 443
F. 636
Correct Answer: D
Reference: https://tools.cisco.com/security/center/resources/dns_best_practices

 

QUESTION 5
A server administrator has noticed that the storage utilization on a file server is growing faster than planned. The
administrator wants to ensure that, in the future, there is a more direct relationship between the number of users using
the server and the amount of space that might be used. Which of the following would BEST enable this correlation?
A. Partitioning
B. Deduplication
C. Disk quotas
D. Compression
Correct Answer: C

 

QUESTION 6
A large number of connections to port 80 is discovered while reviewing the log files on a server. The server is not
functioning as a web server. Which of the following represent the BEST immediate actions to prevent unauthorized
server access? (Choose two.)
A. Audit all group privileges and permissions
B. Run a checksum tool against all the files on the server
C. Stop all unneeded services and block the ports on the firewall
D. Initialize a port scan on the server to identify open ports
E. Enable port forwarding on port 80
F. Install a NIDS on the server to prevent network intrusions
Correct Answer: AD

 

QUESTION 7
A technician is trying to determine the reason why a Linux server is not communicating on a network. The returned
network configuration is as follows:
eth0: flags=4163 mtu 1500 inet 127.0.0.1 network
255.255.0.0 broadcast 127.0.0.1
Which of the following BEST describes what is happening?
A. The server is configured to use DHCP on a network that has multiple scope options
B. The server is configured to use DHCP, but the DHCP server is sending an incorrect subnet mask
C. The server is configured to use DHCP on a network that does not have a DHCP server
D. The server is configured to use DHCP, but the DHCP server is sending an incorrect MTU setting
Correct Answer: B

 

QUESTION 8
Which of the following actions should a server administrator take once a new backup scheme has been configured?
A. Overwrite the backups
B. Clone the configuration
C. Run a restore test D. Check the media integrity
Correct Answer: D

 

QUESTION 9
A technician needs to provide a VM with high availability. Which of the following actions should the technician take to
complete this task as efficiently as possible?
A. Take a snapshot of the original VM
B. Clone the original VM
C. Convert the original VM to use dynamic disks
D. Perform a P2V of the original VM
Correct Answer: A
Reference: https://forsenergy.com/en-us/virtual_help/html/1325909c-5878-4674-a152-3fd3d4e8e3c6.htm

 

QUESTION 10
A server administrator wants to run a performance monitor for optimal system utilization. Which of the following metrics
can the administrator use for monitoring? (Choose two.)
A. Memory
B. Page file
C. Services
D. Application
E. CPU
F. Heartbeat
Correct Answer: AE

 

QUESTION 11
A server is reporting a hard drive S.M.A.R.T. error. When a technician checks on the drive, however, it appears that all
drives in the server are functioning normally. Which of the following is the reason for this issue?
A. A S.M.A.R.T. error is a predictive failure notice. The drive will fail in the near future and should be replaced at the
next earliest time possible
B. A S.M.A.R.T. error is a write operation error. It has detected that the write sent to the drive was incorrectly formatted
and has requested a retransmission of the write from the controller
C. A S.M.A.R.T. error is simply a bad sector. The drive has marked the sector as bad and will continue to function
properly
D. A S.M.A.R.T. error is an ECC error. Due to error checking and correcting, the drive has corrected the missing bit and
completed the write operation correctly.
Correct Answer: C
Reference: https://www.backblaze.com/blog/what-smart-stats-indicate-hard-drive-failures/

 

QUESTION 12
Which of the following should an administrator use to transfer log files from a Linux server to a Windows workstation?
A. Telnet
B. Robocopy
C. XCOPY
D. SCP
Correct Answer: D

 

QUESTION 13
A server administrator was asked to build a storage array with the highest possible capacity. Which of the following
RAID levels should the administrator choose?
A. RAID 0
B. RAID 1
C. RAID 5
D. RAID 6
Correct Answer: A
Reference: https://www.thinkmate.com/inside/articles/what-is-raid
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