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CompTIA Security+ SY0-601 exam practice question and answer online practice exam from Lead4pass



QUESTION 1
A Chief Executive Officer\\’s (CEO) personal information was stolen in a social engineering attack. Which of the
following sources would reveal if the CEO\\’s personal information is for sale?
A. Automated information sharing
B. Open-source intelligence
C. The dark web
D. Vulnerability databases
Correct Answer: C


QUESTION 2
A security analyst is performing a packet capture on a series of SOAP HTTP requests for a security assessment. The
analyst redirects the output to a file After the capture is complete, the analyst needs to review the first transactions
quickly and then search the entire series of requests for a particular string Which of the following would be BEST to use
to accomplish the task? (Select TWO).
A. head
B. Tcpdump
C. grep
D. rail
E. curl
F. openssi
G. dd
Correct Answer: AB


QUESTION 3
A company has determined that if its computer-based manufacturing is not functioning for 12 consecutive hours, it will
lose more money than it costs to maintain the equipment. Which of the following must be less than 12 hours to maintain
a positive total cost of ownership?
A. MTBF
B. RPO
C. RTO
D. MTTR
Correct Answer: C


QUESTION 4
Drag the items on the left to show the different types of security for the shown devices. Not all fields need to be filled.
Not all items need to be used.
Select and Place:



Correct Answer:



For mobile devices, at bare minimum, you should have the following security measures in place: Screen lock, Strong
password, Device encryption, Remote wipe/Sanitation, voice encryption, GPS tracking, Application control, Storage
segmentation, Asset tracking as well as Device Access control.
For servers in a data center your security should include: Fire extinguishers such as FM200 as part of fire suppression;
Biometric, proximity badges, mantraps, HVAC, cable locks;
these can all be physical security measures to control access to the server.
References:
Dulaney, Emmett and Chuck Easton, CompTIA Security+ Study Guide, 6th Edition, Sybex, Indianapolis, 2014, p. 418


QUESTION 5
A user contacts the help desk to report the following:
Two days ago, a pop-up browser window prompted the user for a name and password after connecting to the corporate wireless SSID. This had never happened before, but the user entered the information as requested. The user was able to access the Internet but had trouble accessing the department share until the next day.
The user is now getting notifications from the bank about unauthorized transactions.
Which of the following attack vectors was MOST likely used in this scenario?
A. Rogue access point
B. Evil twin
C. DNS poisoning
D. ARP poisoning
Correct Answer: A


QUESTION 6
A network administrator has been asked to design a solution to improve a company\\’s security posture The
administrator is given the following, requirements?
1. The solution must be inline in the network
2. The solution must be able to block known malicious traffic
3. The solution must be able to stop network-based attacks
Which of the following should the network administrator implement to BEST meet these requirements?
A. HIDS
B. NIDS
C. HIPS
D. NIPS
Correct Answer: D


QUESTION 7
A company provides mobile devices to its users to permit access to email and enterprise applications. The company
recently started allowing users to select from several different vendors and device models. When configuring the MDM,
which of the following is a key security implication of this heterogeneous device approach?
A. The most common set of MDM configurations will become the effective set of enterprise mobile security controls.
B. All devices will need to support SCEP-based enrollment; therefore, the heterogeneity of the chosen architecture may
unnecessarily expose private keys to adversaries.
C. Certain devices are inherently less secure than others, so compensatory controls will be needed to address the delta
between device vendors.
D. MDMs typically will not support heterogeneous deployment environments, so multiple MDMs will need to be installed
and configured.
Correct Answer: C


QUESTION 8
During an incident response, a security analyst observes the following log entry on the webserver:

Which of the following BEST describes the type of attack the analyst is experiencing?
A. SQL injection
B. Cross-site scripting
C. Pass-the-hash
D. Directory traversal
Correct Answer: B


QUESTION 9
An incident response technician collected a mobile device during an investigation. Which of the following should the
technician do maintain chain of custody?
A. Document the collection and require a sign-off when possession changes.
B. Lock the device in a safe or other secure location to prevent theft or alteration.
C. Place the device in a Faraday cage to prevent corruption of the data.
D. Record the collection in a blockchain-protected public ledger.
Correct Answer: A


QUESTION 10
Which of the following should be put in place when negotiating with a new vendor about the timeliness of the response to a significant outage or incident?
A. MOU
B. MTTR
C. SLA
D. NDA
Correct Answer: C


QUESTION 11
A retail executive recently accepted a job with a major competitor. The following week, a security analyst reviews the
security logs and identifies successful login attempts to access the departed executive\\’s accounts. Which of the
following security practices would have addressed the issue?
A. A non-disclosure agreement
B. Least privilege
C. An acceptable use policy
D. Ofboarding
Correct Answer: D


QUESTION 12
Which of the following control sets should a well-written BCP include? (Select THREE)
A. Preventive
B. Detective
C. Deterrent
D. Corrective
E. Compensating
F. Physical
G. Recovery
Correct Answer: ADG


QUESTION 13
An analyst needs to set up a method for securely transferring files between systems. One of the requirements is to
authenticate the IP header and the payload. Which of the following services would BEST meet the criteria?
A. TLS
B. PFS
C. ESP
D. AH
Correct Answer: A
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QUESTION 1
A security administrator suspects there may be unnecessary services running on a server. Which of the following tools
will the administrator MOST likely use to confirm the suspicions?
A. Nmap
B. Wireshark
C. Autopsy
D. DNSEnum
Correct Answer: A

 

QUESTION 2
HOTSPOT
A newly purchased corporate WAP needs to be configured in the MOST secure manner possible.
INSTRUCTIONS
Please click on the below items on the network diagram and configure them accordingly:
1.
WAP
2.
DHCP Server
3.
AAA Server
4.
Wireless Controller
5.
LDAP Server
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

Hot Area:



Correct Answer:



Wireless Access Point:
1.
Network Mode – G only
2.
Wireless Channel – 11
3.
Wireless SSID Broadcast – disable
4.
Security settings – WPA2 Personal

 

QUESTION 3
A cybersecurity manager has scheduled biannual meetings with the IT team and department leaders to discuss how
they would respond to hypothetical cyberattacks. During these meetings, the manager presents a scenario and injects
additional information throughout the session to replicate what might occur in a dynamic cybersecurity event involving
the company, its facilities, its data, and its staff. Which of the following describes what the manager is doing?
A. Developing an incident response plan
B. Building a disaster recovery plan
C. Conducting a tabletop exercise
D. Running a simulation exercise
Correct Answer: C

 

QUESTION 4
Which of the following cloud models provides clients with servers, storage, and networks but nothing else?
A. SaaS
B. PaaS
C. IaaS
D. DaaS
Correct Answer: C

 

QUESTION 5
A university with remote campuses, which all use different service providers, loses Internet connectivity across all
locations. After a few minutes, Internet and VoIP services are restored, only to go offline again at random intervals,
typically within four minutes of services being restored. Outages continue throughout the day, impacting all inbound and
outbound connections and services. Services that are limited to the local LAN or WiFi network are not impacted, but all
WAN and VoIP services are affected.
Later that day, the edge-router manufacturer releases a CVE outlining the ability of an attacker to exploit the SIP
protocol handling on devices, leading to resource exhaustion and system reloads. Which of the following BEST describes
this type of attack? (Choose two.)
A. DoS
B. SSL stripping
C. Memory leak
D. Race condition
E. Shimming
F. Refactoring
Correct Answer: AD

 

QUESTION 6
A company has drafted an Insider-threat policy that prohibits the use of external storage devices. Which of the following
would BEST protect the company from data exfiltration via removable media?
A. Monitoring large data transfer transactions in the firewall logs
B. Developing mandatory training to educate employees about the removable media policy
C. Implementing a group policy to block user access to system files
D. Blocking removable-media devices and write capabilities using a host-based security tool
Correct Answer: D

 

QUESTION 7
A security auditor is reviewing vulnerability scan data provided by an internal security team. Which of the following
Does BEST indicate that valid credentials were used?
A. The scan results show open ports, protocols, and services exposed on the target host
B. The scan enumerated software versions of installed programs
C. The scan produced a list of vulnerabilities on the target host
D. The scan identified expired SSL certificates
Correct Answer: B

 

QUESTION 8
A startup company is using multiple SaaS and laaS platforms to stand up a corporate infrastructure and build out a
customer-facing web application. Which of the following solutions would be BEST to provide security, manageability,
and visibility into the platforms?
A. SIEM
B. DLP
C. CASB
D. SWG
Correct Answer: C

 

QUESTION 9
For each of the given items, select the appropriate authentication category from the drop-down choices. Select the
appropriate authentication type for the following items:
Hot Area:

 

Correct Answer:

 

Biometrics refers to a collection of physical attributes of the human body that can be used as identification or an
authentication factor. Fingerprints and retinas are physical attributes of the human body.
Two types of tokens exist, Time-based one-time password (TOTP) tokens and HMACbased one-time password
(HOTP). TOTP tokens generate passwords at fixed time intervals, whereas HOTP tokens generate passwords not
based on fixed
time intervals but instead based on a non-repeating one-way function, such as a hash or HMAC operation.
Smart cards can have Multi-factor and proximity authentication embedded into them.
PAP allows for two entities to share a password in advance and use the password as the basis of authentication. The same goes for PIN numbers.
References:
Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp. 282, 285
http://en.wikipedia.org/wiki/Password_authentication_protocol#Working_cycle
http://en.wikipedia.org/wiki/Smart_card#Security

 

QUESTION 10
Users are attempting to access a company\\’s website but are transparently redirected to another website. The users
confirm the URL is correct. Which of the following would BEST prevent this issue in the future?
A. DNSSEC
B. HTTPS
C. IPSec
D. TLS/SSL
Correct Answer: A

 

QUESTION 11
Which of the following should be put in place when negotiating with a new vendor about the timeliness of the response
to a significant outage or incident?
A. MOU
B. MTTR
C. SLA
D. NDA
Correct Answer: C


QUESTION 12
A security team has downloaded a public database of the largest collection of password dumps on the Internet. This
collection contains the cleartext credentials of every major breach for the last four years. The security team pulls and
compares users\\’ credentials to the database and discovers that more than 30% of the users were still using passwords
discovered in this list. Which of the following would be the BEST combination to reduce the risks discovered?
A. Password length, password encryption, password complexity
B. Password complexity, least privilege, password reuse
C. Password reuse, password complexity, password expiration
D. Group policy, password history, password encryption
Correct Answer: A

 

QUESTION 13
A development team employs the practice of bringing all the code changes from multiple team members into the same
development project through automation. A tool is utilized to validate the code and track source code through version
control. Which of the following BEST describes this process?
A. Continuous delivery
B. Continuous integration
C. Continuous validation
D. Continuous monitoring
Correct Answer: B
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